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ABSTRACT(57]

A system for reproducing in a descrambler of a sub
scriber communication network a subscriber key signal
that is unique to the descrambler and was used in en
crypting a key signal that must be decrypted for use in
descrambling a signal received by the descrambler. The
scrambled signal is received by the descrambler to
gether with the encrypted key signal and a key genera·
tion number containing an address for accessing a pre
determined area in a memory contained in the descram
bIer. The system includes a circuit for providing a sub
scriber key generation signal that is unique to the de·
scrambler; a subscriber key generator for reproducing
the unique subscriber key signal by processing the sub
scriber key generation signal in accordance with a pre
determined encryption algorithm upon the algorithm
being keyed by a prescribed subscriber key seed signal
that is unique to the descrambler; a secure memory
storing a plurality of different subscriber key seed sig
nals, and for providing the prescribed seed signal to key
the algorithm when the area of the memory containing
the prescribed seed signal is accessed by the address
contained in the received key generation number; and a
circuit for accessing the first memory with the address
contained in the received key generation number. The
subscriber key generation signal is formed by combin
ing the received key generation number with a unique
subscriber address signal that is stored in a second mem
ory of the descrambler,
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[57] ABSTRACT

A system in a subscriber television network for enabling
desc:rambling of a received scrambled signa! on a pre
paid buis anei/or an impulse·purchase basiS. A received
mast signal uniquely related to the scrambled signal is
compared with a received authorization signal indicat
ing whether the subscriber is authorized to receive the
scrambled signal on a prepaid basis and a preplUd signal
for enabliDg descrambling is provided when the com
pared siguaJs match. A DOt-prepaid signal is provided
whea they do Dot nwch. A received cost Signal indicat
ing the charJe for desc:rambliDg the scrambled signal
aad • received credit signal indicating the subscriber's
eDdJealy acc:umuJated credit are processed with refer
eDCe to a stored record of the subscriber's prior accu
mulated charges to determine whether the subscnber
has sufficient available credit to pay for descrambling of
the scrambled signal. If a program is not prepaid and If
sufficient credit is available. the subscriber is given the
option of causing the signal to be descrambled on an
impu.lse-purcbase basis. To prevent a subscriber from
obtaiDiDg descrambling through such deceit as chang.
ing the mask. authorization. cost anei/or credit signals.
these siguaJs are processed with key signals which are
used in scrambliDg and descrambling the television
sipal such tlw descrambling is prevented if any of the
mask et aJ authorization. cost anei/or credit signaJs is
changed.
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ABSTRAct

A key security system provides for the reproduction of
secure keys by using distributed key generation data
and a distributed encrypted preltey. The system en·

cryptS program key generation data with a progr:lm key
preltey in accordance with a first encryption algomhm
to produce the program key; processes the program key
to produce a keystream; and processes an information
signa.! with the keystream to produce a scrambled infor·
mation signa.!. The program key preltey is encrypted
with a category key in accordance with a second en·
cryption algorithm to produce an encrypted program
key prekey. The scrambled information signal. the pro·
pam key generation data and the encrypted program
key preltey are distributed to descramblers. The de·
scrambler within the key security system decrypts the
distributed encrypted program key prekey with the
catqory key in accordance with the second encryption
algorithm to reproduce the program key prekey; ~n·

cryptS the distributed program key generation data with
the reproduced program key prekey in accordance with
tbe rust encryption a1sorithm to produce the program
key; processes the reproduced program key to repro
duce the keystream; and processes the distnbuted
scrambled information signa.! with the reproduced keys·
tream to descramble the distributed scrambled informa·
tion signa.!. The key generation data incudes authoriza·
tion data that must be processed by the authorization
processor in the descrambler in order to enable the
descrambler. The use of authorization data as key gen
eration data protectS the authorization data from spoof·
ing attacks. When more data must be protected than a
singJe operation of the encryption algorithm can sup'
port, then additiona.i data blocks are protected by chain'
ing the system. wherein the output from one stage forms
pan of the input to the next. The key generation data for
the program key includes a sequence number securely
auoc:iated with the category key to thereby "timelock"
program key reproduction to the use of a current cate·
iOry key and thus prevent an attack based upon the use
of an obsolete category key.
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[57] ABSTRAcr

An integrated circuit chip containing a secure area in
which secure data is processed andlor stored, includes
a semiconductive layer containing diffusions defining
circuit element components; a first conductive layer
coupled to the semiconduetive layer to interconnect the
components to thereby define circuit elements for dis
tributing. storing processing and/or affecting the pro
cessing of secure data; and a second conductive layer
overlying the circuit elemen~ to thereby define a secure
area in which the circuit elements are shielded from
iDSpectioa, and coupled to the circuit elements for con
ducting to the circuit elements a predetermined signal
that is essential to an intended function of the shielded
circuit elements, whereby removal of the second con
ductive layer will prevent the predetermined essential
signal from being provided to the circuit elements and
thereby prevent the intended function.
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'ftle I inkethit Smart. Cl'.rd System and '~'ideoCiphel' n (and n Plus;
intercpeate 001)· al ..cha.":U1el~. Jeftl, DOt at tJw oooditia:-.al
at:x:.eMfRl!JI1'UI1:a6eDet'\t lewels. It i.~y ftOt practical to e.t:.adl. a
&y!teIIl.t the cannel encr~:.e.e:beI:aue the chmnel enaypion ll.ey
changee 80 fn!quentl)'. AD attack c.either sY8lCD' will then!fOll!, mcst
lilcely, invoJve not the intesoperable po..rts, but the <tiffftentputlL Pira~

dHLT~will (X)G1;ain software .md keys i.."t\plementing 0Dt' "ySlcmor
IhP. tltl1er. n follows thatfen~~can be~

CoexIstena« Ihe linbbit Smart Cad ~'IIem and GeoeraJ ID5t1'WneJttt>
VidMCIpbe: n P~aa systt!ln therefore doet. not ne::ewuily weMen
MJCUrity. bdeec.lt 16 pc88ible that:be iIaIrocludon of new ,;ystClnS,
nNifMl!dV re"icwoo, will8tn'!agth~n securiLy ovretal1.
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BU"IonS.lCaliski Jr... Ph.D.
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